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SUBJECT: Audit Report on Management of Access to the DoD Supply System
(Report No. 95-142)

This audit report is provided for review and comments. This report is the
second of two reports from our audit of contractor and agency use of DoD activity
address codes. In this report, we address DoD management of access to the DoD
Supply System. Management comments from the Air Force Materiel Command, the
Defense Logistics Agency, and the Defense Finance and Accounting Service on a draft
of this report were considered in preparing the final report. As a result of management
comments, we added one recommendation, redirected one recommendation, revised
two recommendations, and renumbered the other recommendations accordingly. The
Oklahoma City Air Logistics Center, the Marine Corps, and the Navy did not comment
on a draft of this report.

DoD Directive 7650.3 requires that all recommendations be resolved promptly.
Therefore, we request that the Navy, Air Force, Marine Corps, and Defense Logistics
Agency, provide comments on this report by May 9, 1995. Recommendations are
subject to resolution in accordance with DoD Directive 7650.3 if management
nonconcurs or does not comment.

Please contact Mr. Joseph P. Doyle, Audit Program Director, at
(703) 604-9348 (DSN 664-9348) or Ms. Linda A. Pierce, Audit Project Manager, at
(703) 604-9346 (DSN 664-9346) if you have any questions on this audit. To suggest
ideas for future audits, contact the Audit Planning and Technical Support Directorate at
(703) 604-8939 (DSN 664-8939). We appreciate the courtesies extended to the audit
staff. The distribution of this report is listed in Appendix H. The audit team members

are listed inside the back cover.

David K. Steensma
Deputy Assistant Inspector General
for Auditing



Office of the Inspector General, DoD

Report No. 95-142 March 10, 1995
(Project No. 3CK-0031.01)

MANAGEMENT OF ACCESS TO THE DOD SUPPLY SYSTEM
EXECUTIVE SUMMARY

Introduction. This report is the second of two reports from our audit of DoD activity
address codes. This report addresses the results of our review of the implementation of
the management control activity concept and the management of the DoD activity
address file. The first report, Inspector General, DoD, Report No. 94-119, "Accounts
Receivable for DoD Materiel," June 3, 1994, discusses delinquent accounts receivable
balances for materiel that contractors purchased from the supply system.

Each DoD Component that authorizes Government-furnished materiel to be provided to
contractors is required to assign DoD activity address codes to customers and to
establish management control activities to validate and approve contractor requisitions.
Contractors and agencies with valid DoD activity address codes and knowledge of
military standard requisitioning and issue procedures can order from the Defense supply
systems, except for controlled items such as drugs and precious metals. As of
June 1993, the DoD activity address file contained 94,593 DoD activity address codes
for DoD contractors and non-DoD agencies.

Objectives. The overall audit objective was to evaluate the effectiveness of
DoD policies and procedures for authorizing DoD contractors and non-DoD agencies to
use DoD activity address codes to obtain materiel from the DoD supply system. This
report discusses the implementation of the management control activity concept and the
management of the DoD activity address file data. We also evaluated the effectiveness
of internal controls as they applied to the audit objectives.

Audit Results. Despite audit reports and congressional concerns, DoD organizations
did not fully implement policies and procedures on the use of DoD activity address
codes. We did not identify any contractors that misused the supply system.

The Air Force did not adequately control or monitor Government-furnished materiel
supplied to Air Force contractors. As a result, Air Force contractors had excessive
access to the DoD supply system, and the Government faced increased risk of DoD
materiel being misused without being detected (Finding A). The Army Audit Agency
recently identified similar problems in the Army.

The DoD activity address file contained a significant number of invalid and inactive
DoD activity address codes and management control activity designations. The
existence of invalid and inactive DoD activity address codes and management control
activity designations in the file increases the risk of abuse of DoD activity address
codes to gain unauthorized access to the DoD supply system and weakens internal
controls over DoD materiel resources.

Of the 7,242 contractor DoD activity address codes in the DoD activity address file, we
identified that 6,105 of the contractor DoD activity address codes were inactive. We
estimate that about 23 percent of the inactive contractor codes were invalid. For the



87,351 civil agency DoD activity address codes, about 96 percent were inactive. Only
2 of the 75 Navy management control activity designations were in use (Finding B).

Internal Controls. The audit identified material internal control weaknesses. The
Air Force at Oklahoma City Air Logistics Center, Tinker Air Force Base, Oklahoma,
did not adequately implement the management control activity concept to provide
proper controls over Government-furnished materiel supplied to Air Force contractors.
The Air Force internal management control program did not identify the weaknesses.
See Part I for internal controls reviewed and Part II for details of the weaknesses.

Potential Benefits of Audit. Strengthening the internal controls over DoD materiel
will decrease the risk of undetected misuse or waste of DoD materiel. See Appendix F
for a summary of all benefits resulting from the audit. We could not determine the
amount of potential monetary benefits resulting from the audit because we do not know
whether any DoD activity address codes were misused or what materiel will be
obtained by contractors in the future.

Summary of Recommendations. We recommend that:

o the Air Force improve the Government-furnished materiel validation and
reconciliation processes and distribute the Government-furnished materiel status reports
to contract administration offices,

o the Oklahoma City Air Logistics Center follow procurement procedures and
properly modify contracts for new Government-furnished materiel requirements,

o invalid DoD activity address codes and management control activity
designations be deleted from the DoD activity address file,

o policies be implemented to improve internal controls over the DoD activity
address file data, and

o the Defense Automatic Addressing System Center identify inactive DoD
activity address codes and request the corresponding service points to verify the status
of each code.

Management Comments. The Air Force Materiel Command agreed to improve the
Government-furnished materiel validation and reconciliation processes and to distribute
the Government-furnished materiel status reports to contract administration offices.
The Defense Logistics Agency agreed to delete invalid DoD activity address codes
from the DoD activity address file. Both the Defense Logistics Agency and the
Defense Finance and Accounting Center implemented procedures to improve internal
controls over the DoD activity address file data. We did not receive management
comments from the Oklahoma City Air Logistics Center, the Marine Corps, or the
Navy. For a summary of management comments, see Part II. For the complete text of
management comments, see Part IV.

Audit Response. We appreciate the actions planned and already taken by the Air
Force Materiel Command, the Defense Finance and Accounting Service, and the
Defense Logistics Agency. As a result of the management comments received, we
added one recommendation, redirected one draft recommendation, revised two draft
recommendations, and renumbered the other recommendations accordingly. The Navy,
the Air Force, the Marine Corps, and the Defense Automatic Addressing System
Center are requested to provide written comments on the final report by May 9, 1995.

il
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Part I - Introduction



Background

The DoD supply system supports more than 500 military installations around the
world, all weapon systems including ships and aircraft, and other equipment and
vehicles essential to our military forces. DoD provides materiel to Government
entities, both DoD and non-DoD, and to contractors with Government
contracts. To control access to the DoD supply system and to maintain
accountability for the materiel issued, DoD established internal controls through
standard DoD-wide policies and procedures. See Appendix A for detailed
criteria for providing materiel to DoD supply system customers.

Materiel Management Within DoD Supply Systems. Inventory control points
in each Military Department and the Defense Logistics Agency have primary
responsibility for materiel management in DoD. The military standard
requisitioning and issue procedures prescribe the processes by which authorized
customers, including contractors, obtain materiel from the DoD supply system.
Materiel is grouped by type into Federal supply classes (FSC). Specific items
of materiel within each FSC are identified by a national stock number (NSN).

DoD Activity Address Codes. Procurement contracting officers authorize
Government-furnished materiel (GFM) to be provided to contractors and request
the assignment of DoD activity address codes (DoDAACS) to contractors. The
DoD supply system requires the contractor to have a DoDAAC to access the
DoD supply system. Contractors and agencies with valid DoD activity address
codes and knowledge of military standard requisitioning and issue procedures
can order almost anything from the Defense supply systems, except for
controlled items such as drugs and precious metals. The DoD activity address
file is the central file of DoDAAC information for all DoD customers and is
maintained at the Defense Automatic Addressing System Center in Dayton,
Ohio. As of June 30, 1993, the file contained 94,593 DoDAACs for
DoD contractors and non-DoD agencies.

DoD Service Points. DoDAACs are controlled through service points
established by each Military Department. Service points direct the Defense
Automatic Addressing System Center to add DoDAACs to the DoD activity
address file and to delete DoODAACs when they are canceled by the authorizing
activity. Service points also direct the Defense Automatic Addressing System
Center to make any needed revisions, such as address changes, to the
DoD activity address file. For all civil agencies, the Federal Supply Service,
General Services Administration, is the service point. Generally, procurement
contracting officers from the authorizing agency provide the service points with
updated address information for changes, additions, and deletions to the
DoD activity address file.

Management Control Activity Concept. DoD established management
control activities (MCAs) at inventory control points to validate and approve
contractor GFM requisitions. The purpose of the validation is to ensure that
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contractors receive only the materiel authorized by contract. Table 1 shows the
number of MCAs in each Military Department and the Defense Logistics

Agency.
Table 1. Number of DoD Management Control Activities
Number of

Organizations with MCAs MCAs
Army Inventory Control Points 6
Navy Systems Commands 75
Air Force Air Logistics Centers 5
Marine Corps Inventory Control Point 1
Defense Logistics Agency Supply Centers _6

Total 33

Property Administrators. Property administrators have an important role in
safeguarding Government property in the possession of contractors. Property
administrators review contractor property control systems to determine whether
the systems are adequate to protect Government property and to ensure that the
contractor is abiding by the established controls that the Government approved.
Because contractors maintain the only accountable records of Government
property, the property administrator checks the contractor inventory to verify
the accuracy of the records and to determine whether all Government property
is accounted for.

Objectives

The overall audit objective was to evaluate the effectiveness of DoD policies
and procedures for authorizing DoD contractors and non-DoD agencies to use
DoDAACs to obtain materiel from the DoD supply system. This report
discusses the implementation of the MCA concept, the management of
DoD activity address file data, and the effectiveness of applicable internal
controls. Our first report on this audit discusses delinquent accounts receivable
balances for materiel that contractors purchased from the DoD supply system.

Scope and Methodology

Audit Locations. We selected Army, Navy, Air Force, and Defense Logistics
Agency inventory control points to review the implementation of the
MCA concept. We also selected the service points for each Military
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Department, the Defense Logistics Agency, and the General Services
Administration, along with the Defense Automatic Addressing System Center,
to review the management of the DoD activity address file data.

o For the Army, we reviewed only the Army Tank-Automotive
Command because of an ongoing Army Audit Agency project involving GFM at
other Army inventory control points.

o For the Navy, we reviewed both of the Navy inventory control points:
the Naval Aviation Supply Office and the Navy Ships Parts Control Center.

o For the Air Force, we reviewed one Air Force inventory control
point, the Oklahoma City Air Logistics Center (OC-ALC), because OC-ALC
processed a high volume of requisitions for GFM.

o For the Defense Logistics 'Agency, we reviewed the Defense
Electronics Supply Center and the Defense Industrial Supply Center.

We attempted to contact all of the Navy organizations designated as MCAs that
were not inventory control points to determine how many were actually
performing the MCA mission. We also contacted Defense contract management
area operations offices and Defense plant representative offices to determine
whether they received GFM status reports from the Air Force air logistics
centers and to determine how the offices used the GFM status reports.

Limitations to the Scope. We limited the scope of our review of the
implementation of the MCA concept in the Air Force and the Army because of
the validation methods used, prior and ongoing audit coverage, previously
reported conditions that had not changed, and prior recommendations that had
not been implemented. We were unable to review all 75 Navy MCAs because
not all MCA-designated organizations existed and because not all
MCA-designated organizations had assigned people to the MCA.

Air Force. We limited our review to GFM issued for maintenance
contracts because of the Air Force practice of validating to the FSC level, a
practice contrary to the MCA concept. We did not expand our audit effort to
other air logistics centers because it was evident that the conditions we observed
at OC-ALC had existed for years, that the conditions had been previously
reported, and that, despite previous identification, the conditions remain
uncorrected. Although the Air Force concurred with the previous reports on the
subject of the control of GFM, we saw no substantive improvement in
Air Force control of GFM.

Army. We discontinued our work at the Army Tank-Automotive
Command at the end of the audit survey because of an audit in the process of
being completed (Report NR 93-2, "Materiel in the Custody of Contractors,
U.S. Army Tank-Automotive Command," January 15, 1993) by the Army
Audit Agency, separate from the Army-wide effort.

Navy. We attempted to contact all 75 Navy MCAs; however, the Navy
could not provide points of contact for all of them. Some of the organizations

4
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did not exist or were reorganized. We were able to contact 14 Navy MCAs by
the end of the audit field work to determine whether they had a requirement to
perform GFM requisition validations.

Air Force. We used statistical sampling techniques to conduct our review of
the Air Force MCA validation of GFM requisitions at OC-ALC. We obtained a
sample of 360 requisitions. We discontinued our review after completing
analyses of 207 requisitions, valued at $16.7 million, on 11 maintenance
contracts, because we did not identify problems or issues that were not already
known. The OC-ALC universe was 54 maintenance contracts with
15,569 requisitions, valued at $68.6 million. The requisitions occurred during
the 6-month period from January 1, 1993, through June 30, 1993. We also
randomly selected Government property administrators responsible for
monitoring GFM on Air Force contracts. = We contacted the property
administrators to determine whether they received and were using GFM status
reports to independently verify that contractors were reporting all GFM
received.

DoDAAC Sample. Using stratified random sampling, we statistically sampled
290 DoD contractor DoDAACs and 100 civil agency DoDAACs from the
DoD activity address file to determine the validity of the codes. Using the
results, we made statistical projections of invalid DoDAACs to the DoD activity
address file. See Finding B and Appendix B for details.

Use of Computer-Processed Data. We did not rely on computer-processed
accounting records of the Air Force Contract Depot Maintenance Production
and Cost System (G072D). Air Force management has previously agreed that
the system has a material accounting system deficiency as defined by the
Federal Managers' Financial Integrity Act, and the deficiency was not corrected
by August 1994.

We verified the accuracy of computer-processed data used in our review of
Navy and Defense Logistics Agency MCAs and found the data to be reliable.
We discontinued our work in the Army, and computer-processed data were not
a factor.

To achieve the audit objectives, we relied on computer-processed data in the
DoD activity address file. Our review of the DoD activity address file indicated
that about 23 percent of the inactive DoD contractor DoDAACs in the
DoD activity address file are invalid. However, when these data are viewed in
context with other available evidence, we believe that the opinions, conclusions,
and recommendations in this report are valid. Our recommendations should
reduce the number of invalid DoD contractor DoDAACS in the DoD activity
address file.

Statistical Sampling. The Quantitative Methods Division, Audit Planning and
Technical Support Directorate, Office of the Assistant Inspector General for
Auditing, DoD, provided us with technical expertise in selecting statistical
samples, making statistical projections, and identifying DoDAACs with no
activity.
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Audit Period and Standards. This economy and efficiency audit was made
from February 1993 through August 1994 in accordance with auditing standards
issued by the Comptroller General of the United States as implemented by the
Inspector General, DoD. We included such tests of internal controls as were
considered necessary. Appendix G lists the organizations visited or contacted
during the audit.

Internal Controls

Review of Internal Controls. The internal controls applicable to the
management of access to the DoD supply system at Navy and Defense Logistics
Agency audit locations and the management of the DoD activity address file
data were reviewed and deemed to be effective because no material weaknesses
were disclosed.

Review of DoD Internal Management Control Program. We reviewed the
Air Force Materiel Command's implementation of the DoD Internal
Management Control Program at OC-ALC. Our review included an evaluation
of internal controls applicable to the validation and accounting for GFM
provided to OC-ALC maintenance contractors through the MCA.

We identified material internal control weaknesses as defined by
DoD Directive 5010.38, "Internal  Management  Control Program,"
April 14, 1987. The Air Force Materiel Command internal management
control program failed to prevent or detect the internal control weaknesses
because the Air Force rated the supply operations area as low risk and did not
identify the MCA as a separate assessable unit.

Adequacy of Internal Controls. The Air Force at OC-ALC did not adequately
implement the MCA concept to provide proper controls over GFM supplied to
Air Force contractors and could not independently determine the GFM shipped
to contractors. The Air Force granted contractors access to GFM by FSC.
This practice gave contractors excessive access to DoD materiel. We believe
that this problem extends to all Air Force air logistics centers because the
computer systems are common to all air logistics centers.

We did not receive any data from the Air Force Materiel Command to prove
that the same procedures are not being used at all air logistics centers.
Recommendation A.1., if implemented, will correct the internal control
weaknesses. The potential monetary benefits associated with implementing
these recommendations are undeterminable because the amount of GFM that
contractors will order in the future is unknown. See Appendix F for a summary
of potential benefits resulting from the audit. Copies of the report will be
provided to the senior official responsible for internal controls in the
Department of the Air Force.
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Prior Audits and Other Reviews

Since 1967, the General Accounting Office; Inspector General, DoD; Army
Audit Agency; Air Force Audit Agency; and congressional committees have
raised concerns about the financial accountability and controls for GFM
provided to contractors. See Appendix C for details. The General Accounting
Office noted that DoD did not establish independent controls to provide
accountability over GFM from receipt by a contractor to use on a contract or
return to DoD. In Report No. NSIAD-88-99 (OSD Case No. 7458),
"Air Force Can Improve Controls Over Contractor Access to DoD Supply
System," March 18, 1988, the General Accounting Office found the following.

o Air Force procedures for validating and approving maintenance
contractor GFM requisitions did not limit contractors' requisitions of GFM to
the specific parts and quantities required for contract purposes.

o Property administrators were not using the GFM status reports to
monitor GFM at contractor facilities.

o The Air Force did not have independent financial accounting systems
to provide accountability and control over GFM from receipt by a contractor to
use on a contract or return to DoD.

After the 1988 General Accounting Office report was issued, accounting
responsibility for GFM transferred from the Air Force to the Defense Finance
and Accounting Service. However, the computer system that the Defense
Finance and Accounting Service relies on to account for GFM provided to
contractors remains an Air Force system. All accounting changes required by
the Defense Finance and Accounting Service must be approved and funded by
the Air Force.
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Finding A. Internal Controls Over
Government-Furnished
Materiel

The Air Force did not adequately control or monitor GFM supplied to
Air Force contractors. GFM was not adequately controlled or monitored
because the Air Force did not fully implement the MCA concept and did
not provide property administrators with GFM status reports to verify
the control of GFM at contractor facilities. In addition, the Air Force
did not have an independent financial accounting system that adequately
accounted for GFM supplied to Air Force contractors. As a result,
contractors have excessive access to the DoD supply system, and the
Government faces increased risk of DoD materiel being misused without
being detected.

Background

DoD Financial Management Consolidation. The Defense Finance and
Accounting Service was established in January 1991 to consolidate
DoD accounting and finance functions. The Defense Finance and Accounting
Service is made up of centers, responsible for functional missions, and Defense
accounting offices and site offices, responsible for servicing specific locations or
organizations. The Defense accounting offices and site offices generally use the
finance or comptroller regulations of the Military Department of the activity
being served. The Defense Finance and Accounting Service is in the process of
standardizing the regulations for all Defense Finance and Accounting Service
activities.

Production Management Specialists. Air Force production management
specialists assigned to air logistics centers coordinate transactions for all aspects
of materiel management. The production management specialist responsibilities
include ensuring that parts are available when requested, that contractors receive
only those parts authorized, and that funding is available. In addition, the
production management specialist is responsible for expediting GFM requests or
authorizations and for reconciling differences between contractor and
Government GFM records.

Control of GFM in the DoD Supply System

The MCA concept as implemented by the Air Force did not always validate
contractor requisitions to specific national stock numbers (NSNs) and to specific
quantities of materiel required to perform maintenance contracts. Instead, the
Air Force MCAs often validated only to the FSC level, which meant that

10



Finding A. Internal Controls Over Government-Furnished Materiel

contractors had access to GFM that was not required to fulfill the terms of the
contracts. In addition, OC-ALC officials did not obtain approval from
contracting officers to modify contracts before approving FSCs that were not
already specified in the contracts. Validating GFM requisitions to the FSC level
and allowing contractors to requisition materiel in FSCs not included in
contracts gave contractors excessive access to GFM in the DoD supply system.

Access to GFM by FSC. Air Force MCAs and production management
specialists did not restrict contractor access to GFM in the DoD supply system
to specific predetermined items and quantities of materiel. The Air Force
allowed DoD contractors access to entire FSCs, which gave contractors access
to thousands of items not needed to accomplish the contracts.

Access to GFM at OC-ALC. Of 50 contracts at OC-ALC, 18 contracts
(36 percent), with about $135.7 million (98 percent) of the dollar value of
GFM provided to contractors, authorized contractors access to GFM in the
DoD supply system by FSC. Table 2 shows the number and value of
maintenance contracts and the value of GFM provided to contractors broken
down by the type of access to GFM in the DoD supply system (FSC or NSN)
for OC-ALC as of December 31, 1993.

Table 2. GFM Provided to Contractors on
Contracts at OC-ALC
Value

Type of Number of Contract of GFM

GFM Access Contracts Value Provided
By NSN 32 $ 14,280,006 $ 2,747,118
By FSC 18 427.539.069 135,702,732
Total S0 $441,819,075 $138.449.850

Repeat Findings in Prior Audits. Prior audits have reported the same
facts as this report, cited internal control weaknesses, and identified specific
contractors that had access to and that ordered unneeded materiel. A 1986
Air Force Audit Agency audit reported that 33 of 180 requisitions reviewed
were for items not required to repair the items in the contract, and that 637 units
of materiel, valued at $334,000, were obtained by the contractor but were not
authorized or needed for the contract.

In 1988, the General Accounting Office reported on the access to GFM by FSC
and recommended that maintenance contracts list the parts and quantities that
the contractors were authorized to obtain whenever feasible. The Air Force
concurred with the recommendation but continued to allow maintenance
contractors access to GFM by FSC. We identified contracts at OC-ALC that
granted contractors access by FSC to GFM in the DoD supply system.
Although in our sample we did not identify contractors that had requisitioned

11



Finding A. Internal Controls Over Government-Furnished Materiel

unneeded parts, the Air Force was unable to provide us with evidence that the
problems identified in the prior Air Force and General Accounting Office
reports were corrected.

We believe that granting contractors access to GFM in the DoD supply system
by FSC continues to be a material internal control weakness and places
DoD materiel at undue risk.

Production Management Specialists Role in Validating GFM
Requisitions. Production management specialists at OC-ALC stated that they
could not always determine from the contract terms what parts were needed to
complete repairs. One contract for periodic depot maintenance of the
KC-135 aircraft cited manuals, technical orders, and other specifications as
references for specific parts to determine the GFM authorized. The production
management specialist had to research voluminous files to determine whether
GFM being requisitioned by the contractor was authorized. This kind of
time-consuming process prompted the Air Force to use the FSC instead of the
NSN in the GFM validation process for 18 of the 50 contracts at OC-ALC.

Justification for Access by FSC. The MCA validation by NSN of contractor
requisitions for GFM was hindered by inaccuracies in materiel requirements
lists, constraints on computer systems, and the workload resulting from manual
validation. As a result, the Air Force permitted contractors to access GFM in
the DoD supply system by FSC without requiring any justification for not
validating by NSN. As long as contractors filled in their requisitions properly
and only requested items within authorized FSCs, GFM was automatically
provided. OC-ALC production management specialists stated that, on large
contracts with automated systems authorizing GFM by FSC, requisitions for
unintended GFM were unlikely to be detected. Production management
specialists believed that the only way that such requisitions might be caught was
if the contractor used an incorrect FSC or ordered an unusually high dollar
amount or quantity.

Accuracy of Materiel Requirements Lists. Production management
specialists at OC-ALC stated that the major obstacle to authorizing GFM for
contractors by NSN and quantity had been and continues to be the inaccuracy of
the parts lists (which includes the materiel requirements list and the purchase
request support list) for an end item. The parts lists identify the specific items
that belong to an end item and, if accurate, would provide the basis to identify
specific items and quantities of GFM to be authorized. The Air Force Materiel
Command official responsible for the lists stated that funds were not available to
improve parts lists. When we tried to verify requisitions to parts lists, we also
encountered incomplete information that slowed our efforts to determine
whether contractors were receiving authorized GFM items.

Constraints on Computer Systems. Two computer system constraints

prevented the MCA from using the computer to validate all requisitions to the
NSN. Neither constraint is likely to be resolved soon.

12



Finding A. Internal Controls Over Government-Furnished Materiel

First, the MCA computer validation program would not accept more than
99 NSNs. Listing all potential parts by NSN in the MCA system was physically
impossible. However, by listing a few FSCs, generally the DoD supply system
could accommodate all of the needed parts. This solution created an internal
control weakness, however. The access by FSC allowed access to both needed
and unneeded parts. We suggest that the 99 most commonly required parts
could be listed in the MCA system to allow the computer to validate requisitions
for those parts to the NSN. The number of remaining parts actually
requisitioned may then be few enough to be manually validated to the NSN.

The second computer system constraint was that the parts lists were not linked
to the MCA computer system. Because the parts lists were separate from the
MCA system, manual validation of GFM requisitions to the NSN required a
manual review of the parts lists. If the parts lists were automated and could be
linked to the MCA system, the MCA system would not need its own capacity to
list all of the possible parts.

Manual Validation of GFM Requirements. We agree that manual
validation of thousands of parts on large maintenance contracts may be
burdensome; however, the production management specialist could manually
validate by NSN contracts with fewer than 600 requisitions over a 6-month
period. Over a 6-month period, the workload averages out to 100 requisitions
per month, 25 per week, 5 per day. As many as 99 of the most commonly
requested parts can be input into the MCA system to allow computer validation
of those requisitions, thus reducing the manual validation requirements by that
much.

Of the 18 maintenance contracts we reviewed at OC-ALC, 4 contracts had
between 50 and 600 requisitions over a 6-month period, and 12 contracts had
fewer than 50 requisitions. Only 2 contracts had more than 600 requisitions
(9,104 and 1,079) over a 6-month period. For those larger-volume contracts,
validation by FSC is the only alternative until the computer systems are
changed. For the smaller volume contracts, however, manual validation would
be a feasible way to reduce the risk to DoD materiel resources. The manual
validation processes could be enhanced by use of personal computers and
database packages. As an added benefit, manual validation may be used to
improve the accuracy of the parts lists by identifying data that are incorrect or
outdated.

Formal Approval and Contract Modification for GFM. An
OC-ALC production management specialist approved GFM requisitions for
six supply classes not authorized in contract F34601-90-C-1991 without
obtaining or documenting approval from the contracting officer. Although the
Federal Acquisition Regulation requires contracting officers to approve, in
writing, any modification to the original contract, the production management
specialist did not believe that the formal process of modifying the contract was
cost-effective. As a result, the contractor obtained $808,351 of GFM not
specifically authorized by the contract.
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When we followed up on the GFM, the OC-ALC contracting officer stated that
the parts from the additional supply classes were needed to support the contract
and that the action of the production management specialist expedited the
GFM requisitioning process. However, the contracting officer agreed that the
actions of the production management specialist to approve parts not authorized
by the contract were not proper. According to the 1988 General Accounting
Office report, GFM authorizations were modified without formal contract
approval. The General Accounting Office did not make recommendations on
this issue because Air Force contracting officials stated that the practice of
approving requisitions without proper contract terms in place would be
discontinued immediately. Our review showed that the practice has not
stopped.

The staff at the Defense Finance and Accounting Service Defense accounting
office at Wright-Patterson Air Force Base stated that they were attempting to
identify contractors that received GFM not authorized by contract. If the
initiative is successful, contractors will be denied GFM access until contract
modifications are executed. In the meantime, the Air Force should enforce the
existing standard procurement policy.

Monitoring Government-Furnished Materiel

Property and financial records do not provide the additional safeguards needed
to protect DoD materiel from misappropriation. The Air Force did not provide
property administrators with GFM status reports to use to verify contractor
inventories of GFM. In addition, production management specialists did not
reconcile Air Force and contractor records of GFM.

Providing GFM Status Reports to Property Administrators. The Air Force
did not provide property administrators with GFM status reports to use to verify
contractor records of GFM received. Each Air Force air logistics center that
executes a contract authorizing GFM was supposed to mail a
quarterly GFM status report to the cognizant property administrators. The
GFM status report identified GFM that was shipped or rejected for each
contract during the quarter. Government property administrators at Defense
plant representative offices and Defense contract management area operations
offices stated they received GFM status reports from the San Antonio Air
Logistics Center, Texas, but that they almost never received GFM status reports
from the other four air logistics centers. Property administrators stated that,
when GFM status reports were received, the property administrators used them
to independently verify that the contractor reported all GFM received. Without
the status report, the property administrators verified GFM to the contractor
records, relying entirely on the contractors to report all GFM received. In those
cases, property administrators had no independence.

The Air Force did not ensure that the GFM status reports were distributed, and
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